MATH 342 Quiz #5
June 14, 2006

No notes, books, or calculators allowed; put away all cell phones, pages, etc. and make sure
that they won’t beep. Show all your work and justify all of your responses fully, unless
otherwise stated in the problem. You may write on the backs of pages if necessary. Do not

remove the staple or any of the pages.

Name: Su}gﬁes’cﬂi Selvid s Student ID:

1. For this problem, you only have to write the answers down—you don’t have to prove
anything.
(a) [5 pts] Explain the difference between public-key cryptography and private-key
cryptography.
(b) [ pts] We can program a computer to set up RSA private keys and to encrypt
and decrypt messages using the RSA system; but our enemies can also program a
computer to crack encrypted messages that we send to each other. Why then do we

say that the RSA public-key cryptosystem is secure?
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2. [10 pts] Of the two numbers 735 and 736, one of them (call it ) is relatively prime to
851, while the other one (call it ¢) isn’t. Figure out which one is z and which one is y; find
the multiplicative inverse of z modulo 851, and find ged(y, 851).
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3. [10 pts] You receive a message that was encrypted using the affine cipher C = 15P +4
(mod 26). If the ciphertext is DURA, decrypt the message (that is, find the original plaintext).

Translation table between letters and numbers
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(a) [7 pts] Using the RSA cryptosystem, with RSA modulus n = 35 and encryption
exponent e = 17, encrypt the plaintext message WIRE into ciphertext. {Leave your
ciphertext answer in numerical form, rather than English letters.)

(b) [3 pts] What is the decryption exponent d corresponding to n = 35 and e = 177

Squares modulo 35
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